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• Based on feedback from Members

• A cross sector view of the challenges for

   customers and colleagues 

• An opportunity to collaborate to improve

   outcomes & approach

• A safe environment
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• Video on and sound off please (unless talking!)

• Name and Company Name via …

• Add thoughts in the Chat function as we go

• Use the hands up if you’d like to comment

• Or jump in if there’s a gap (after someone has finished!)
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OVERVIEW



Setting the scene 
• Fraud is indiscriminate – organisations of all sizes impacted
• Current working world has brought about an intensity of work that creates risk e.g., 

speed and volume of communications
• The volume of communications is also contributing to the increase in cybercrime / 

mistakes / concealment
• Economic Crime & Corporate Transparency Act – Failure to prevent fraud 
• For employers, their need for human curiosity / professional boundaries amongst their 

employees can slip or not take place
• Even the best compliance and fraud prevention procedures have gaps – human risk
• Hearing about a fraud event and living through it are very different – victims needing to 

be understood 



Setting the scene 
• The UK lost as much as £4 billion (HoL report November 2022)
• Annual Fraud Indicator 2023 (Crowe) – Private sector loss to fraud £157.8bn / Public 

sector £50.2bn, consumers £8bn
• 41% plus of all crime is fraud and cybercrime – less than 1% policing budget dedicated 

to economic crime 
• 2023, unauthorised fraud losses amounted to £708.7m 
• Significant rise in card identity theft, which surged by 53% compared to 2022 and by 

200% since 2021
• APP fraud 2023 £459.7m with increase by 12 of reported incidents (232,429) incidents
• Fraudsters increasingly use AI to create sophisticated scams, including deepfake videos 

and voices, making it harder for victims to distinguish what is legitimate or not



What do we really understand 
about fraud risk and impact?
• Normalisation – being defrauded 
• Silent stealing – the small advantages taken – additional unexplained charges / printing 

personal items at work / stationary 
• How we define fraud – for ourselves at home, our organisations and our customers
• Is our definition of fraud relatable?
• Impact of fraud – how do we understand the moment and impact? 



Why do people break the rules?

• APP and Quincecare duty / PSR consulting on CHAPS / Government
• Humans – we take risks depending on our circumstances
• Fraud is not black and white
• Senior exec’s moral compass – what we expect of others?
• Moral fatigue – good people can do bad things
• Dishonest actions can be seen as sharp practice 
• Traditional understanding of why employees commit fraud
• The modern workplace and impact of culture and wellbeing on fraud but 

also in relation to following procedures 



Pressure

Why commit fraud? 
THE FRAUD TRIANGLE

• Segregation of duties 

followed

• Limited management 

oversight

• Controls not applied

• Accidental discovery

 

• Only borrowing the 

money

• Feeling of being pushed 

too hard

• Underpaid

• Didn’t personally benefit

• Disenchantment 

• Debt problems

• Educational fees

• Addiction problems

• Expensive Lifestyle

• Ego

• Divorce



Stories & Risk 

• UK Government approach to fraud and financial crime 
• Economic Crime & Transparency Act 2023 – Failure to Prevent offence
• Digital Markets, Competition and Consumers Bill
• Online Safety Act 
• Sanctions 
• POCA / MLR / BA 2010 / CFA 2017 



K W E K U  A D A B O L I  A N D  Y O U R  M O R A L  C O M P A S S



Stories & Risk 



Stories & Risk 

• Ebay advert for car – money received for the sale then recalled 
• Romance fraud – elderly couple joint account – money moved to an EMI 
• Customers called by person impersonating their bank – account under attack
• Debit card added to Google Wallet - £32k taken 
• Mum and dad Whatsapp 
• Speed of life and transactions when coupled with frictionless environment 
• Digital exclusion 
• The need for interventions – by banks but by customers themselves 
• Parallel of road safety – seatbelts / crossing the road 



Changes ahead and concerns for 
the FS sector 
• APP changes 
 7 October 2024 – live date  
 £415,000 (in line with FOS) 
 Mandatory reimbursement within five working days.
 Cost to be split 50/50 between sending and receiving PSPs.
 Voluntary excess of £100 (except vulnerable customers) 
 Stop the clock – maximum of 35 days for decision 
 13 months to make claim
 Provision to suspend transactions for 4 working days 



Changes ahead and concerns for 
the FS sector 
• APP changes – sector concerns 
 Pay.UK systems up and running in time for sharing information with recipient PSP
 The consumer standard of caution as against recent FOS interpretation 
  Reinforces that the burden of proof will fall on the PSP to show that the consumer    

has acted with gross negligence 
 Boilerplate clauses are not acceptable for “warnings” to customers  
 Tailored, specific interventions which PSPs expect their consumers to have regard
 Wording has been changed from 'warnings' to the wider 'interventions’  i.e. 

awareness of risk and possibility transaction would be suspended



Changes ahead and concerns for 
the FS sector 
• Reserves for the liability 
• Some smaller Fintechs considering moving out of scope – relocating
• Pay.UK system for notifications likely to take time – period of manual notifications 
• Resource pressure 
• Complaints increasing 
• Challenges on value – The Payments Association advocating for £30,000 cap 
• Risk of defining victims dependent on value 
• PSR league table on performance data – fraud is now a consumer choice factor for 

banking / transacting money 



Customers, colleagues, community 
– the power of good education 

• Education more than warnings / interventions will be key to reducing fraud 
• Education needs to span not just customers but colleagues and communities
 Customers – the PSR are clear – interventions need to be bespoke – payment type, 

demographic of customer, nature of alleged payment.  How do we help them learn?
 Colleagues – everyone needs to understand how it occurs to customers and the 

impact – from fincrime compliance to complaints teams. 
 Community – DoE is doing little to educate the future generations as part of the 

curriculum – role of financial services is increasing for digitally active and excluded 
will play a part in fraud education being the same as road safety education 



Communication – language and 
approach for customers 
• What is expected of the Consumer standard of caution?
• Not just the ‘what’ is said but ‘how’ it is said.
• Engaging the power of language to disrupt fraud – not just the message, it is the 

words used
• IKEA instructions (how people absorb information) – written, audible, visual, imagery 

– a need for accessible content across multiple channels
• Understanding the linguistic crime scene – fraudsters use language to groom victims, 

establishing relationships and credibility before manipulating them. 
• “Don’t pay someone you do not know, or you have not met” – victims think they 

know the person they are paying.



Communication – language and 
approach for customers 
• Language is subtly deployed to create urgency, confusion and control – just through 

pauses and specific phrases.
• Conversations set up over a long period of time – fraudsters are patient – drip feed 

information to victims that victims genuinely rely on as facts. 
• Stereotypes are not helpful, fraud can impact all ages, all types of people – victim 

images sometimes mean where non-relatable means “this is not for me to think about”
• A key factor will not be the interventions, it will be the education before an 

intervention is needed – how customers remember the warning when it matters most – 
not when they are about to hit send 

• Why? “People do the typing before their brain can do the thinking” Dr. E. Carter



Communication – practical challenges 
• Car insurance – took me three hours to renew on Sunday 
• Frustrations – time, repetition, locating people to speak to (only to not be available), 

service issue.  Outcome for my mindset as the consumer? 
• “Scam” or “fraud”?  What is the difference to your customers? Why create confusion?
• Homepage – from there how easy is it to report fraud?  How many clicks, easy search 

option to find “how to report fraud”?    
• Making it difficult and sending customers to an app / bot to communicate with. 
• What are we met with when we land on a bank’s website, words and words in a 

panicked state of mind where all is a blur.  Search, land on written and video on what 
to do and who to call (confirm if 24 hours and you will speak to a person ) 

• When your customers need you most, be there the way you would find it easy.
• All links to complaints handling and what is said at that stage.  



Conclusions 

• Fraud is not black and white, conduct and actions can be interpreted by people in 
different ways dependent on circumstances

• Economy now will drive ‘sharp’ and on occasions, dishonest practice and customers 
do not know that they might be subject to dishonesty

• The impact may be low financially but for every victim, being duped, tricked, 
defrauded hurts and is embarrassing.    

• How customers are helped on the before, during and after on fraud determines their 
mindset on their bank. 

• Education is about relatability, ease of understanding and empathy of issues. 
• Treat as we want to be treated



Follow the journey at 

LinkedIn/TenetLaw

www.tenetlaw.co.uk

L E T ’ S  S T A Y  I N  T O U C H  

THANK YOU
Become part of a community dedicated to disputes and compliance 

arising from fraud and financial crime. Simply scan the QR code to 

receive exclusive insights, resources, and updates and be the first to 

hear about new events. 

For any questions or feedback, reach out to Arun via email: arun.chuahan@tenetlaw.co.uk



WHY TENET?
 We believe education is pivotal in the fight against fraud. It is important for us as a firm to offer 

knowledge, best practice and information to help reduce the risk of fraud, not just for our clients but for 
everyone. 

 We make it simple, keeping calm and providing clear, actionable advice at a time of uncertainty and high 
risk.

 If we had an impossible ambition, it would be to stop fraud. Its impact is wide ranging and that is why we 
focus solely on this area of law. 

 Our strengths lie in the way we operate, with no financial, chargeable hours or cash collection targets for 
our lawyers.

 Our team have all had at least five years of experience in a national or international law firm. They are 
encouraged to focus on the client, delivering high-quality services, from the locations, and within the 
hours, that suit them. Flexibility has been part of our culture from day one. 

www.tenetlaw.co.uk



AWARDS & COLLABORATIONS



Follow the journey at 

LinkedIn/TenetLaw

www.tenetlaw.co.uk

T h a n k  y o u  f o r  g i v i n g  u p  y o u r  t i m e  t o d a y  

QUESTIONS
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1st – 5th July 2024









Awards Programme 2024

Complaints Handling Award

The Vulnerability Award

The Collaboration Award

The Culture & Inclusion Award

The Re-Invention Award

Customer Service Improvement Award 

Special Project Award 

Best Use of Insight Award 

Best initiative in Colleague Wellbeing 

& Development Award 

The Beyond Compliance Award 

The Communication & Engagement Award 

Collaboration Network Conference & Awards Ceremony 2024

2nd October 2024

Leonardo Royal Hotel London





Collaboration Network www.collaborationnetwork.co.uk

www.collaborationnetwork.co.uk

Join us or follow us on LinkedIn for updates

http://www.collaborationnetwork.co.uk/
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